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Course Title

CSSA-Certified SCADA Security
Architect (IACRB - USA)
Course Objectives

At the completion of this course, students
will be able to understand the Security
aspects of handling the SCADA Systems
your SCADA Systems Dozens of exercises in
On Labs bring you up to speed with the
latest threats to your SCADA systems.
Learn subjects not found in books, on the
Course Introduction internet, or taught anywhere else in any

. o N other information security class.
SCADA controls our nation's mission critical

infrastructure, everything from the power grid
to water treatment facilities. Gain homeland Course Duration with CSSA (IACRB
security skills, by learning to assess and Exam

secure SCADA systems. This course covers 3 days (8 hours/day)

everything from field based attacks to

automated vulnerability assessments for Learning Level

SCADA networks.

Learn the best practices for security SCADA Intermediate

networks and systems inside and out.
Infosec/Nbiz shows you how to defend against
both internal and external attackers to provide
holistic security for  critical industrial
automation systems.

Our instructors have real world hands on
experience securing some of the most high
profile energy delivery, water treatment and
mission critical SCADA system.

The target audience
This course is intended for the Security

Professionals,
1 SCADA Professionals
T IT Team
91 Any other interested participant
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Detailed 3 Day Syllabus

Day 1: Best Practices and Perimeter Security

The first day begins with SCADA security best practices,

with the rest of the day focused on properly

implementing Physical and Logical perimeters. Topics

Include:

Introduction to SCADA Security Concepts
Security Approach

Industrial Network Policy Development
SCADA Systems Audit

Physical Security Considerations
Field-Based Attacks

Logical Security Perimeter

DMZ Architectures for SCADA Networks
Common DMZ Elements

Common Rulesets

Control Center Remote Access

Vendor Access

Antivirus Issues

Security Patching Methodologies
Compensating Controls

Automating the Delivery of Patches to the
SCADA Net

Day 2: Access and Authorization Controls

Having learned how to properly segment, protect and assess
the SCADA network, access control within SCADA systems
are covered:

Identification

User Account Issues

Password Policy Enforcement

Two-Factor Authentication on Industrial Networks
Role Based Authentication

Location Based Auth

System Based Auth

SCADA Application Integration Security Issues
Microsoft Active Directory Integration Issues
Gold Standard Configs

Strong Auth Support

IPSec

Data Security Classifications

Current SCADA Security Standards
Implementing Current Standards

Testimonials

See what previous students have to say:

B “The instructor was one of the
most brilliant people in the field of
information security that I have met.
After 2 weeks of being in his course, I
feel that I have gained a great deal of
knowledge in this field. Yet only about
10% of what he knows!!!”

Kawika Takayama, Verizon Federal
Network Services

B "This was the best course that I
have ever attended. The content was
perfect for keeping me interested. I've
attended many courses where I didn't
feel like the first few days were worth
my time, but not here. I was
constantly learning new things.”

Seth Law, Zions Bank
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Detailed 3 Day Syllabus
Continued

Day 3: Intrusion Prevention and Detection

Having understood the complex nature of SCADA
perimeter security, authentication and authorization
models, the third day of the course focuses on detection
of anomalous events that could indicate system abuse or
worse.

Vulnerable Systems Analysis
SCADA Protocol Analysis

SCADA Protocol Vulnerabilities
Network Based Intrusion Detection
Modbus/TCP specific Intrusion Detection Rules
Log collection

Log correlation

Event management

Alert Management

Field WAN Networks

Internet Based WAN Networks
Wireless SCADA Security Issues
Vulnerability Assessment

Legacy Systems

Exceptions

Security Awareness Programs
Final Exam (90 Questions)
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About the Instructor

Keatron Evans has over twenty years of professional experience in
telecommunications and computing technology. Through most of his career,

has specialized in the application of telecommunications technology to business
and industrial computing applications.

Mr. Evans has been responsible for technical designs, project management and
budget control for a number of large energy -related proje cts in Canada and
overseas. He managed key data communications planning and design projects
forthe Saudi ARAMCO , including performance and reliability features of these
activities.
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He held responsibility for the design and provisioning of communications  services
fora Northern Canada oil  pipeline system, supporting all aspects of planning and
procurement of telecommunications services , specifically including operational
supervisory control and data acquisition (SCADA) systems

Contact Us

Phone: 0097 12-4456466

Fax: 09712 4456656

Email: bhavani@nbizinfosol.com
Mobile: 0506156289




